
Data Processing Addendum
Effective date: 1 March 2024

1. Parties and Scope
This Data Processing Addendum ("Addendum") forms part of the Master Services Agreement between
Uddan Promotion Private Limited ("Processor") and each client utilizing Uddan's digital marketing and
development services ("Controller"). The Addendum governs Processor's handling of Personal Data on
behalf of Controller.

2. Definitions
Capitalized terms not defined herein have the meanings assigned in the Agreement. The following
definitions apply for the purposes of this Addendum:

"Applicable Law" means all data protection and privacy laws applicable to the processing of Personal Data
under the Agreement, including the GDPR and the Information Technology Act, 2000.

"Personal Data" means any information relating to an identified or identifiable natural person processed by
Processor on behalf of Controller.

"Sub-processor" means any third party engaged by Processor to process Personal Data in connection with
the Services.

3. Roles and Responsibilities
Controller determines the purposes and means of processing Personal Data. Processor processes
Personal Data solely on documented instructions from Controller, including transfers to a third country or
an international organization, unless required to do so by Applicable Law.

4. Description of Processing

Category Details

Data Subjects Consumers, end-users, and client personnel accessing Controller-managed digital assets.

Personal Data Identifiers (name, email, phone), device data, transaction metadata, marketing preferences, support communications.

Processing Activities Collection, storage, organization, analytics, marketing automation, hosting, technical support.

Retention Processor retains Personal Data for the duration of the Agreement and deletes or returns it within 30 days of termination, unless law requires longer retention.

5. Confidentiality and Security
Processor ensures that persons authorized to process Personal Data are subject to confidentiality
obligations.

Processor maintains administrative, technical, and physical safeguards that meet or exceed industry
standards, including encryption in transit and at rest, role-based access controls, network monitoring, and
periodic vulnerability assessments.

Processor implements and annually tests an incident response plan covering detection, containment,
remediation, and post-incident review.



6. Sub-processors
Controller authorizes Processor to engage the Sub-processors listed below, subject to compliance with
this Addendum. Processor shall enter into written agreements with Sub-processors imposing data
protection obligations equivalent to those herein.

Sub-processor Service Location

Amazon Web Services, Inc. Cloud infrastructure and database hosting Mumbai, India / Dublin, Ireland

SendGrid, Inc. Transactional and marketing email delivery United States

Atlassian Pty Ltd Project management and ticketing platform European Union / United States

7. Data Subject Requests
Taking into account the nature of the processing, Processor assists Controller by appropriate technical
and organizational measures in fulfilling Controller's obligation to respond to requests from data subjects.
Processor promptly forwards any request received directly to Controller without responding unless
authorized to do so.

8. International Transfers
Processor shall not transfer Personal Data originating from the European Economic Area, the United
Kingdom, or Switzerland to a country lacking adequate protection without ensuring appropriate safeguards
such as Standard Contractual Clauses or other lawful transfer mechanisms.

9. Audit Rights
Upon reasonable notice, Processor will provide information necessary to demonstrate compliance with
this Addendum and will allow for and contribute to audits conducted by Controller or an auditor mandated
by Controller, limited to once per contract year unless legally required more frequently.

10. Personal Data Breach Notification
Processor notifies Controller without undue delay, and in any event within 24 hours, after becoming aware
of a Personal Data Breach. Notifications include a description of the breach, the categories and
approximate number of data subjects affected, likely consequences, and measures taken or proposed to
address the breach.

11. Return or Deletion of Data
Upon termination of the Services, Processor will at Controller's choice delete or return all Personal Data
and certify completion, unless retention is required by Applicable Law. Backups are securely destroyed in
line with Processor's retention policy.

12. Liability and Indemnity
Each party is liable for damages caused by its processing operations that infringe this Addendum or
Applicable Law. Processor indemnifies Controller for third-party claims arising from Processor's breach of
confidentiality or security obligations, subject to limitations set forth in the Agreement.

13. Order of Precedence



In the event of a conflict between the Agreement and this Addendum, the terms of this Addendum shall
control with respect to data protection obligations.

14. Contact
Questions regarding this Addendum may be addressed to Uddan Promotion Private Limited, Data
Protection Office, 411, Balaji Tower 6, DCM Ajmer Road, Jaipur, Rajasthan 302019, or via email at
privacy@uddanpromotion.com.


